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Kepware connection to Factbird

Overview

Capturing PLC data using Kepware

Factbird captures, manages, and analyzes production data from multiple sources such as sensors, PLCs,
cameras, MES, and ERP systems.

One method of capturing data from PLCs and other process equipment and analyzing it in the Factbird
manufacturing intelligence cloud software is by using Kepware. Kepware facilitates the transfer of data from
various brands of PLCs to the Factbird cloud software. The PLC data, such as units produced, current
temperature, stop codes, and batch information, is analyzed and visualized in real-time in the Factbird cloud
software, which is accessible from anywhere, anytime.

Setup overview

The setup process does not require Factbird to be on-site. Factbird provides the necessary information for
the customer to establish a connection to the Factbird Cloud. The customer installs and sets up Kepware on
their Windows server, establishes the connection, and configures the data in the Factbird Cloud software.
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Installing and connecting Kepware to physical devices

Installing Kepware

Required software:
o KEPServerEX setup program
« Java Runtime (32-bit)

Download and install KEPServerEX on a Windows server. For instructions on purchasing and
downloading, please refer to https://www.ptc.com/en/products/kepware.

1. Start the KEPServerEX setup program.
2. Select “Modify” the installation options.

f:_"-f KEPServerEX 6 Setup s X

Modify. Repair. or Remove installation
Select the operation you wish to perform

(@) Modify
=8 Change which application features are installed. Displays the
EE! g_ Select Features dislog, which lets you configure individual features.
UF=n0

_) Repair
| Reinstall missing or comupt files, registry keys, and shortouts.
z E L’f‘ Preferences stored in the registry may be reset to defaut values
=

|
|

(_) Remove
\}f’:‘] Removes KEPServerEX 6 from your computer.

Back Next Cancel

3. Click “Communication Driver” under “Communications Server” and add the desired drivers.
4. Select “loT Gateway” under “Plug-Ins”, then press "Next," and complete the installation.

"8 KEPServerEX 6 Setup X " KEPServerEX 6 Setup - b

Select Features
Select which features are to be installed

Select Features

Select which features are to be installed

 E-i7] Full Installation

- =)= | Communications Server |

" B il Instalation Fealure Description Featurs Description

loT Gateway

— /ey ControlLogix Ethemet
_j-l Communications Server ja

fon Protocal
)7 Communication Diiv T s ver Ehemet

....... X -| Alen-Bradier | Connected Messaging for Read /
% =] Alen-Bradie: Wiie transactions
| Allen-Bradle:

Allen ‘This feature requires 3796KB on
Mlen | yourhard dive

Reset Back [ Mewt | Cancel

Java Runtime

Communication Driv
Native Client Interfa
=j~| Plug-ns

=3 - | Advanced T
- | Alams & Ewi

- (=) » | Connection
-~ ¥_v| DataLogger '

Reset

The loT Gateway sends data
collected by the server out using IT
protocols like REST and MQTT.
This simplfies integration with IT.

This feature requires OKB on your
hard drive.

Back | Net | Cancel

1. The Kepware IoT component requires Java. Since Kepware is a 32-bit program, the Java version
must also be 32-bit. Download the Windows Offline version from: https://www.java.com/en/

download/manual.jsp.
2. Install or update Java as needed.
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Create a channel and select drivers for the channel

o Channels define the protocol and drivers being used.
» All devices assigned to a channel will use the channel's settings.

1. Start the KEPServerEX.
2. Go to “Project”, “Connectivity” and “New Channel”.
3. Choose the drivers from the dropdown menu.

3 [Offline] - KEPServerEX 6 Configuration - Untitled *

File Edit View Jools Runtime Help

D& d e % il

EJ_P,‘:;E;_:‘“ Channehame Driver Connection Sharing Virty
i & Chick £F  New Channel jPdd o channe 6

- 8 10T Gateway
&, Add Agent

Select devices for the drivers

1. Right-click the created channel and add a “New Device”. (Devices are actual PLCs)
2. The device is added to the channel; configure the settings by following the Wizard. This
will depend on the customer’s physical machines and setup.

=3 [Offline] - KEPServerEX 6 Configuration - Untitled * = o X

file Edit View Tools Runtime Help

DEd = &lea b
=) (@ Project Device Name Model
(8] Connectivity P Click to add a device

LN
i e

58 10TG
&,

s s Cut Ctrl+X
43 Copy Ctrl+C
X Delete Del

Diagnostics

%F  Properties...
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Create and define tags

1. Click “New Tag” from the created device. Configure the settings by following the Wizard.

This will depend on the customer’s physical machines and setup.

[Offline] - KEPServerEX 6 Configuration - Untitled *

File Edit View Tools Runtime Help

DEH e %M T el 9
=I-{@) Project Tag Name Address Data Type Scan Rate
=-{#) Connectivity £ dd a static tag. Tags are not required, but are browsable by OPC clients
=408 NX1
] 02da7]
.25 10T Gateway [ New Tag Group,
Import CSV...
Export CSV...
% Cut Ctrl+X
Ea Copy Ctrl+C
X Delete Del
%F  Properties...
File Edit 0 intime  Helr
Q&
=-{8] Pr¢| Property Groups - Identification
- | G I Name ProdCounter
) Description
Scaling
- Data Properties
- ?ﬁ Address RAMP(5000.0.20.1)
i Data Type Default
Client Access Read/Wrte
Scan Rate fms) 100
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Configuring the loT Gateway to connect to Factbird

The information needed for this step will be provided by Factbird to the customer

 Certificate and Private Key Pair: One pair is needed for each Kepware instance.

e Unique ID (described as “uuid” in this document) : Typically, 1 to 2 UUIDs will be provided. One UUID is
for the Input type, linked to one loT Agent. This will be one “device” in Factbird software, and multiple
“sensors” and “lines” can be created under one device. The other UUID is for the Event type, linked to
another loT Agent, such as stop codes.

 Input type: process data e.g., units produced, current temperature, other process data
» Event type: event data e.g., stop code, machine state

Important information

If there is an existing connection to a cloud, the installation steps will differ, as there may already be a
certificate in place that should not be replaced by a certificate issued by Factbird. In that case, please
contact Factbird before proceeding with this step.

Add certificates to loT Gateway

1. Right-click on the Kepware icon in the system tray and select “Settings”.
2. Go to “loT Gateway” tab, and click “Manage Certificate”.

Configuration
tart Runtime Se Administration Configuration Runtime Process
Stop Runtime Service Runtime Options EventlLog ProglD Redirect User Manager 2
Reinitialize Configuration API Service Certificate Store Service Ports IoT Gateway
Reset Event Log... Connection
Setti Enter the TCP/IP port for communication between the Runtime and Gateway:
OPC UA Configuration |
Port:
Quick Client orke:| [ 97282 Defoult
License Utility
Help | Java
Support Information (@) Use the latest installed JRE. The JRE will be located at runtime.
Exit

(O Use the RE at:

Advanced Settings...
REST Server MQTT Agent
Manage Certificate... Manage Certificate. ..

o] s oo
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3. Click “Import New Certificate”, and import the certificate (<certid>-certificate.pem.crt)
provided by Factbird.

€ 0 ThisPC > Downloads » Cent

Import a certificate for use by the MQTT Client Agent. Importing a
certificate when a certificate has already been imported replaces the
existing certificate,

Import New Certificate

View Certificate

-certificate.pem.crt )

ICommon Name: AWS IoT Certificate

Close Help File name: [ 116549696 certiicate pem.crt ] (X308 Centticates (" pt” e -
Open Cancel

4. Import the private key (<certid>-private.pem.key) provided by Factbird, and press “OK".

-] %509 Certficate Key (pem®) ~

5. On the “Private Key Password” page, click “OK” without entering a password.

Some private keys are password protected. Please enter the private key
password below. Leave the field blank if the private key doesn't require a

e password,
[Passworﬂ: | ]

OK Cancel

The certificate was imported into the MQTT Agent
successfully.

0K
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Create a new Agent under loT Gateway

Typically, 1 to 2 Agents need to be created. One Agent for the Input type, such as units
produced, the other Agent is for the Event type, such as stop codes. Different uuid is used for
each Agent.

l.e., one Agent for units produced uses one uuid, and the other Agent for stop codes uses
another uuid.

1. Start the KEPServer 6 Configuration.
2. To add a new loT Gateway agent, click “Add Agent” under “loT Gateway”
3. Enter a name (as desired) and select “MQTT Client” as the type.
New Agent H

Enter the name and choose the type of Agent to ereate.

Agent

3 Name: Factbird
Type: | MQTT Chent

REST Chent
REST Server
[};.]E:i

Fill out the MQTT Client - Broker page
4. “URL" ssl:/[a3f8k0ccx04zas-ats.iot.eu-west-1.amazonaws.com:8883 (if you are using
Factbird private cloud, the URL is different. Please contact Factbird)

5. “Topic”:
5a. In case of Input type 5b. In case of Event type
plc/input/<uuid> plc/event/<uuid>

Please note that the UUIDs for Input type and Event type are distinct.

MQTT Broker

URL: .ssi:j}afﬁlﬂ.ccx.d%-as-atﬁ.ué:Aeu»i\es.l-i.amazcnau';s.com:ééﬂ?v |
% Topic: plefinput/<uuid > j
Publish
Qos: 1 (At least once) o Timeout (s): 55
Rate (ms): 10000 -3

(O wide Format (every tag in every publish)

(®) Marrow Format

Max events per: 1000 =

< Back Next > Cancel Help

6. Leave the “Publish” section as default.
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7. Set the “Client ID” to the uuid for the agent.
8. Repeat steps 2 through 5 with the other B p
uuid to create an additional Agent. (

Configure security for Agent

1. Open the “Properties” of an Agent and go to the “Security” section.

2. Enter the uuid in the “Client ID” field.

3. Set “TLS Version” to v1.2.

4. Enable “Client Certificate”.

If you have created 2 Agents, configure security for both. Please note that the “Client ID”

(uuid) is unique for each agent.

3 [Offine] - KEPServerEX 6 Configuration - Untitled * - o X
file Edit View Tools Runtime Help
NESHRSUIOOF| v 4@l X
State Data Type Sean Rate (ms) Sen
21 Property Editor - loT Gateway Factbird x
Property Groups Credentials e
General (‘::‘82
Clent =
i Paswod [
wh TLS Configuration
Last Wil CLS Version 2z go
Subscriplions Clent Certficate Enable
Licensing
Defauts OK Cancel Help
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Add loT item for tags to be published to Factbird under Agent

1. Click “New loT Items” or “New loT Item” and use “Tag Browser” to select tags. You need to
set up an loT item for each tag you want to send to Factbird Cloud.

3 [Offline] - KEPServerEX 6 Configuration - Untitled * - o X

File Edit View Jools Runtime Help
DEEaRIS>ES =l

=) (@ Project Server Tag State

S f;-;.yégnh:;twiw f Add IoT rtem,
1 M

--&2& loT Gateway
C] Factbird

pe Scan Rate (ms) Sen

& ] MewloTitem

‘ MNew loT Rems

Tag Brower

2. "Scan Rate": defines how often Kepware reads the value.
+ We recommend a rate between 1 and 5 seconds, depending on the use case.
* 5000 ms means it reads every 5 seconds.

3. Publish section:

3a. In case of Input type, e.g. unit produced 3b. In case of Event type, e.g. stop code
Select "Every scan" Select “Only on Data Changes”
B /10T Items X

Specify the properties for the items currently being added.

?ScanRate (ms): 5000 -2 }

Publish
() Only on Data Changes

Deadband (%s):

OE'.'Efy SCAn

B enabled oK Cancel Help

5. Click “OK”
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Configuring how tags are handled in Factbird Cloud

Set up tags of Input type in Factbird Cloud
This step applies to tags of Input type, e.g., units produced
a The device is created by Factbird and can be viewed in the Factbird cloud application.

1. Log into Factbird, go to “Administration” section, and select “DEVICES” tab.
2. Click “Add sensor”.

@ Factbird Demo GRoUPS RoLes sensors oevices
Original : _—

NX1 PLC simulation - ID 02dfa77 » &

T
& otne
Device Config
sensons o @ ADD SENSOR

AAAAAA

3. Fill out “Set up sensor” page.
a. Tag name: Use the same as the “Server tag” of the IoT Item in Kepware software.

b. Name: Choose a name as desired.
c. Permitted Groups: Select as desired.

Set up sensor

Add rew sensor A ?
Server Tag: NX 1.02dfa77. _Sv ]
?/ Scan Rate (ms): 5000 =

Publish
Oniy on Data Changes

[ NX1.02dfaT? Sy

Froduction Counter
Deadband (36):

O'E'.'Efy SCan

Enabled Ok Cancel Help

Kepware software

FACTBIRD
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Set up tags of Event type to automate stop registration in Factbird Cloud
This step applies to tags of Event type, e.g., stop code

*Before proceeding, ensure that stop causes are created from the “REGISTER STOPS” page
and that the Stop Finder is enabled.

1. Go to “Main sensor settings” and click the “STOPS MAPPING” tab.

Manage sensor settings

2. Fill out the chart
a. "Mapping tag”: <uuid>-<tag name>
i. <uuid>: Provided by Factbird
ii. <Tag name>: Use the same as the “Server tag” of the loT Item in Kepware
software.
b. Value: e.g., True, 1, 2, 3. If the value is 1, register “machine jam”
c. Select “Stop cause”. Stop causes need to be created in advance. Refer to the User
manual for instruction on creating stop causes.

Manage sensor settings b

SPEEDS
fisinaia e alie @ o Priotity @ Look back Look forward
Mapping tag @ Value Stop cause @ ority it pil

None 1 o N
STOPS

1 Glass Breakage Entry -Unpla.. | 4 1] 30 ra
| 1 Vial Stuck - Unplanned down... | 1 0 30 W

[ 1]

X DISCARD CHANGES +" UPDATE SENSOR CONFIGURATION
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